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1. Introduction
1.1. Scope

Thi s docunment describes a Flexible Authentication Secure Tunneling
(FAST) [ RFC6113] factor that allows One-Tine Password (OTP) val ues to
be used in the Kerberos V5 [ RFC4120] pre-authentication in a nmanner
that does not require use of the user’s Kerberos password. The
systemis designed to work with different types of OIP al gorithns
such as time-based OTPs [ RFC2808], counter-based tokens [ RFC4226] and
chal | enge-response systenms such as [RFC2289]. It is also designed to
work with tokens that are electronically connected to the user’s
conputer via neans such as a USB interface

This FAST factor provides the following facilities (as defined in
[ RFC6113]): client-authentication, replacing-reply-key, and KDC

aut hentication. It does not provide the strengthening-reply-key

facility.

This proposal is partially based upon previous work on integrating
si ngl e-use aut hentication nechani sns i nto Kerberos [ HORENEZ004] .

1.2. COverall Design

This proposal supports four- and two-pass variants. |In the four-pass
system the client sends the Key Distribution Center (KDC) an initia
AS- REQ, and the KDC responds with a KRB- ERROR cont ai ni ng pre-

aut hentication data that includes a random nonce. The client then
encrypts the nonce and returns it to the KDC in a second AS-REQ
Finally, the KDC returns the AS-REP. |n the two-pass variant, the
client encrypts a tinmestanp rather than a nonce fromthe KDC, and the
encrypted data is sent to the KDCin the initial AS-REQ The two-
pass system can be used in cases where the client can deternmine in
advance that OTP pre-authentication is supported by the KDC, which
OTP key shoul d be used and the encryption paraneters required by the
KDC.

In both systens, in order to create the nessage sent to the KDC, the
client nust generate the OTP val ue and two keys: the classic Reply
Key used to decrypt the KDC s reply and a key to encrypt the data
sent to the KDC. In nost cases, the OTP value will be used in the
key generation, but in order to support algorithns where the KDC
cannot obtain the value (e.g., [RFC2289]), the system supports the
option of including the OTP value in the request along with the
encrypted nonce. In addition, in order to support situations where
the KDC is unable to obtain the plaintext OTP val ue, the system al so
supports the use of hashed OTP values in the key derivation
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The pre-authentication data sent fromthe client to the KDC is sent
within the encrypted data provided by the FAST pre-authentication
data type of the ASSREQ The KDC then obtains the OIP val ue,
generates the same keys, and verifies the pre-authentication data by
decrypting the nonce. |If the verification succeeds, then it confirns
know edge of the Reply Key by using it to encrypt data in the AS-REP.

1.3. Conventions Used in This Docunent

2.

2.

2.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

This docunent assumes familiarity with the Kerberos
pre-authentication framework [RFC6113] and so freely uses termnol ogy
and notation fromthat docunent.

The word padata is used as shorthand for pre-authentication data.
Usage Overview
1. OTP Mechani sm Support

As descri bed above, this docunent describes a generic systemfor
supporting different OTP nechani sns i n Kerberos pre-authentication.
To ensure interoperability, all inplenentations of this specification
SHOULD provide a nmechanism (e.g., a provider interface) to add or
renove support for a particular OTP nechani sm

2. Pre-Authentication

The approach uses pre-authentication data in AS-REQ AS-REP, and
KRB- ERROR nessages.

In the four-pass system the client begins by sending an initial
AS-REQ to the KDC that nmmy contain pre-authentication data such as
the standard Kerberos password data. The KDC will then determne, in
an i npl ement ati on dependent fashi on, whether OTP authentication is
required and if it is, it will respond with a KRB- ERROR nessage
contai ning a PA-OTP- CHALLENGE (see Section 4.1) in the PA-DATA

The PA-OTP- CHALLENGE wi Il contain a KDC-generated nonce, a |list of
hash algorithmidentifiers, and an iteration count if hashed OTP

val ues are used (see Section 3.6) and OPTIONAL i nformati on on how the
OTP shoul d be generated by the client. The client will then generate
the OIP value and two keys: a Client Key to encrypt the KDC s nonce
and a Reply Key used to decrypt the KDC s reply.
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As described in Section 5.4.1 of [RFC6113], the FAST system uses an
Arnmor Key to set up an encrypted tunnel for use by FAST factors. As
described in Section 3.6 of this document, the Client Key and Reply
Key will be generated fromthe Arnor Key and the OTP val ue, unless
the OIP al gorithm does not allow the KDC to obtain the OTP value. |If
hash algorithmidentifiers were included in the PA-OTP- CHALLENGE,
then the client will use the hash of the OTP value rather than the

pl ai ntext value in the key generation. Both keys will have the sane
encryption type as the Arnor Key.

The generated Client Key will be used to encrypt the nonce received
fromthe KDC. The encrypted value along with optional information on
how the OTP was generated are then sent to the KDC in a

PA- OTP- REQUEST (see Section 4.2) encrypted within the arnored-data of
a PA- FX- FAST- REQUEST PA- DATA el enent of a second AS- REQ

In the two-pass system the client sends the PA-OIP- REQUEST in the
initial ASSREQ instead of sending it in response to a

PA- OTP- CHALLENGE returned by the KDC. Since no challenge is received
fromthe KDC, the client includes an encrypted tinmestanp in the
request rather than the encrypted KDC nonce.

In both cases, on receipt of a PA-OIP-REQUEST, the KDC generates the
keys in the sanme way as the client, and uses the generated dient Key
to verify the pre-authentication by decrypting the encrypted data
sent by the client (either nonce or tinestanp). |f the validation
succeeds, then the KDC will authenticate itself to the client and
confirmthat the Reply Key has been updated by using the generated
Reply Key in the AS-REP response.

2.3. PIN Change

Most OTP tokens involve the use of a Personal Ildentification Number
(PIN in the generation of the OIP value. This PIN value will be
conmbined with the val ue generated by the token to produce the final
OTP value that will be used in this protocol.

If, follow ng successful validation of a PA-OTP- REQUEST in an AS- REQ
the KDC determnes that the user’s PIN has expired and needs to
change, then it SHOULD respond with a KRB- ERROR of type

KDC ERR PIN EXPIRED. It MAY include formatting information on the
PIN in a PA-OTP-PI N CHANGE (see Section 4.3) encrypted within the
arnor ed-data of the PA-FX- FAST- REPLY PA- DATA el enent.

KDC_ERR_PI N_EXPI RED 96
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2.

3.

3.

If the PIN change is to be handl ed by a PINchange service, then it
is assuned that authentication to that service will succeed if the
PI' N has expi red.

If the user’s PIN has not expired but has been changed, then the KDC
MAY return the new value to the client in a PA-OTP- PI N CHANGE
encrypted within the arnored-data of the PA-FX-FAST- REPLY PA- DATA

el ement of the ASSREP. Sinmilarly, if a PIN change is not required,
then the KDC MAY return a PA-OTP-PIN-CHANGE to informthe client of
the current PIN s expiration tine.

4. Resynchronization

It is possible with tinme- and event-based tokens that the OIP server
will lose synchronization with the current token state. For exanple,
event - based tokens may drift since the counter on the token is
incremented every tine the token is used, but the counter on the
server is only increnmented on an authentication. Sinilarly, the

cl ocks on tine-based tokens nmay drift.

Met hods to recover fromthis type of situation are OTP

al gorithmspecific but may involve the client sending a sequence of
OTP values to allow the server to further validate the correct
position in its search wi ndow (see Section 7.4 of [RFC4226] for an
exanpl e).

I f, when processing a PA-OTP- REQUEST, the pre-authentication
validation fails for this reason, then the KDC MAY return a KRB- ERROR
message. The KRB- ERROR nessage MAY contain a PA-OIP- CHALLENGE in the
PA- DATA with a single otp-tokenlnfo representing the token used in
the initial authentication attenpt but with the "next OTP" flag set.

If this flag is set, then the client SHOULD re-try the authentication
using an OTP val ue generated using the token in the "state" after

that used in the failed authentication attenpt, for exanple, using
the next tine interval or counter val ue.

Pre- Aut henti cation Protocol Details
1. Initial dient Request

In the four-pass node, the client begins by sending an initial

AS- REQ, possibly containing other pre-authentication data. |If the
KDC det erni nes that OTP-based pre-authentication is required and the
request does not contain a PA-OTP-REQUEST, then it will respond as
described in Section 3.2.
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If the client has all the necessary information, it MAY use the
t wo- pass system by constructing a PA-OTP- REQUEST as described in
Section 3.3 and including it in the initial request.

3.2. KDC Chal |l enge

If the user is required to authenticate using an OTP, then the KDC
SHALL respond to the initial AS-REQ with a KRB-ERROR (as described in
Section 2.2 of [RFC6113]), with a PA-OTP- CHALLENGE contai ned within
the enc-fast-rep of the arnored-data of a PA-FX- FAST- REPLY encrypted
under the current Arnor Key as described in [RFC6113].

If the OTP mechanismis to be carried out as an individual mechani sm
then the PA-OTP- CHALLENGE SHALL be carried within the padata of the
Kr bFast Response. Alternatively, if the OIP nechanismis required as
part of an authentication set, then the PA-OTP- CHALLENGE SHALL be
carried within a PA- AUTHENTI CATI ON- SET- ELEM as described in Section
5.3 of [RFC6113].

The PA- OTP- CHALLENGE SHALL contain a nonce value to be returned
encrypted in the client’s PA-OTP-REQUEST. This nonce string MJST
contain a random y chosen conponent at |east as |long as the Arnor Key
| ength (see [ RFC4086] for an in-depth discussion of randommess). In
order to allow it to nmaintain any state necessary to verify the
returned nonce, the KDC SHOULD use the nechani sm described in Section
5.2 of [RFC6113].

The KDC MAY use the otp-service field to assist the client in

| ocating the OTP token to be used by identifying the purpose of the
aut hentication. For exanple, the otp-service field could assist a
user in identifying the token to be used when a user has nultiple OTP
tokens that are used for different purposes. |If the token is a
connect ed device, then these values SHOULD be an exact octet-I|eve
match for the values present on the target token

The KDC SHALL i nclude a sequence of one or nore otp-tokenlnfo

el ements containing infornation on the token or tokens that the user
can use for the authentication and how the OIP value is to be
generated using those tokens. |If a single otp-tokenlnfo elenment is
i ncluded, then only a single token is acceptable by the KDC, and any
OTP val ue generated by the client MIJST be generated according to the
information contained within that element. |f npbre than one
otp-tokenlnfo elenent is included, then the OIP val ue MUST be
generated according to the information contained within one of those
el ement s.
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The KDC MAY include the otp-vendor field in an otp-tokeninfo to
identify the vendor of the token that can be used in the

aut hentication request in order to assist the client in |ocating that
t oken.

If the KDCis able to obtain the OIP values for the token, then the
OTP val ue SHOULD be used in the key generation as described in
Section 3.6; therefore, the KDC SHOULD set the "nust-encrypt-nonce"
flag in the otp-tokeninfo. |If the KDC is unable to obtain the OTP
val ues for the token, then the "nust-encrypt-nonce" flag MJST NOT be
set. If the flag is not set, then the OIP value will be returned by
the client in the otp-value field of the PA-OIP- REQUEST and so, if
returning of OIP values in this way does not conformto KDC policy,
then the KDC SHOULD NOT include the otp-tokeninfo for that token in
t he PA- OTP- CHALLENCGE.

If the KDC requires that hashed OTPs be used in the key generation as
described in Section 3.6 (for exanple, it is only able to obtain
hashed OTP val ues for the token), then it MJST include the supported
hash algorithnms in order of preference in the supportedHashAl g of the
ot p- Keyl nfo and the minimumvalue of the iteration count in the

i terationCount el enent.

Since the OIP nechani sm described in this docunent is replacing the
Reply Key, the classic shared-key system cannot be relied upon to
allow the client to verify the KDC. Therefore, as described in
Section 3.4 of [RFC6113], sone ot her mechani sm nust be provided to
support this. |If the OIP value is used in the Reply Key generation
then the client and KDC have a shared key and KDC-authentication is
provi ded by the KDC using the Reply Key generated fromthe OTP val ue.
However, if the OIP value is sent in the otp-value el enent of the

PA- OTP- REQUEST, then there is no such shared key and the OTP
nmechani sm does not provi de KDC-authentication. Therefore, if the OIP
mechani smis not being used in an environnent where

KDC- aut henti cation is being provided by other neans (e.g., by the use
of a host-key-based Arnor Key), then the KDC MJUST NOT i ncl ude any
otp-tokenlnfo el enents in the PA-OIP- CHALLENGE that do not have the
"nust - encrypt - nonce" flag set.

If the OTP for a token is to be generated using a server-generated
chal | enge, then the value of the challenge SHALL be included in the
otp-challenge field of the otp-tokeninfo for that token. |If the
token is a connected device and the OTP is to be generated by

conbi ning the challenge with the token's current state (e.g., tine),
then the "conbine" flag SHALL be set within the otp-tokenlnfo
cont ai ni ng the chal |l enge.
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If the KDC can determ ne which OTP token key (the seed val ue on the

token used to generate the OIP) is to be used, then the otp-tokenlD

field MAY be included in the otp-tokenlinfo to pass that value to the
client.

The otp-alglD field MAY be included in an otp-tokenlinfo to identify
the algorithmthat should be used in the OIP cal culation for that
token. For exanple, it could be used when a user has been issued
with nultiple tokens that support different algorithns.

If the KDC can determ ne that an OTP token that can be used by the
user does not require the client to collect a PIN, then it SHOULD set
the "do-not-collect-pin" flag in the otp-tokenlnfo representing that
token. |If the KDC can deternine that the token requires the client
to collect a PIN, then it SHOULD set the "collect-pin" flag. |If the
KDC is unable to determni ne whether or not the client should collect a
PIN, then the "collect-pin" and "do-not-collect-pin" flags MJST NOT
be set.

If the KDC requires the PIN of an OTP token to be returned to it
separately, then it SHOULD set the "separate-pin-required" flag in
the ot p-Keylnfo representing that token

If the KDC requires that the OIPs generated by the token have a Luhn
check digit appended, as defined in [ISO EC7812], then it MJST set
the "check-digit" flag. This flag only applies if the format of the
OTP is decimal; therefore, the otp-format field, if present, MJIST
have t he val ue of "decinmal".

Finally, in order to support connected tokens that can generate OTP
val ues of varying lengths or fornmats, the KDC MAY include the desired
otp-length and format of the OTP in the otp-length and ot p-fornat
fields of an otp-tokenl nfo.

3.3. dient Response

The client response SHALL be sent to the KDC as a PA- OTP- REQUEST
included within the enc-fast-req of the arnored-data within a

PA- FX- FAST- REQUEST encrypted under the current Arnor Key as descri bed
in [RFC6113].

In order to generate its response, the client MJST generate an OIP
value. |If the PA-OTP- CHALLENGE cont ai ned one or nore otp-tokenlnfo
el ements, then the OTP val ue MJST be based on the information
contai ned within one of those el enents.
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The ot p-service, otp-vendor, otp-tokenlD, otp-length, otp-format, and
otp-al gl D el ements of the PA-OTP- CHALLENGE are provided by the KDC to
assist the client in locating the correct token to use, but the use
of the above fields will depend on the type of token

If the token is a disconnected device, then the val ues of otp-service
and ot p-vendor MAY be displayed to the user in order to help the user
sel ect the correct token, and the values of otp-alglD, otp-tokenlD
otp-length, and otp-format MAY be ignored.

If the token is a connected device, then these values, if present,
SHOULD be used by the client to locate the correct token. Wen the
token is connected, clients MJST support natching based on a binary
conpari son of the otp-vendor and otp-service strings when conparing
t he val ues agai nst those present on the token. Cients MAY have

ot her conparisons including normalization insensitive conparisons to
try and find the right token. The values of otp-vendor and

ot p-service MAY be displayed to pronpt the user if the correct token
is not found.

If the "nextOTP" flag is set in the otp-tokenlinfo fromthe

PA- OTP- CHALLENGE, then the OIP val ue MJUST be generated fromthe next
token state rather than that used in the previous PA-OIP- REQUEST for
that token. The "nextOIP" flag MJST al so be set in the new

PA- OTP- REQUEST

If the "collect-pin" flag is set, then the token requires a PINto be
collected by the client. |If the "do-not-collect-pin' flag is set in
the otp-tokeninfo fromthe PA-OIP- CHALLENGE, then the token
represented by the otp-tokenlnfo does not require a PIN to be

collected by the client as part of the OIP value. |If neither of the
"col l ect-pin" nor "do-not-collect-pin" flags are set, then PIN
requi renents of the token are unspecified. |If both flags are set,

then the client SHALL regard the request as invalid.

If the "separate-pin-required" flag is set, then any PIN coll ected by
the client MUST be included as a UTF-8 string in the otp-pin of the
PA- OTP- REQUEST

If the token is a connected device, then howthe PINis used to
generate the OTP value will depend on the type of device. However,

if the token is a disconnected device, then it will depend on the
"separate-pin-required" flag. |If the flag is not set, then the OTP
val ue MUST be generated by appending the PIN with the value fromthe
token entered by the user and, if the flag is set, then the OTP val ue
MJUST be the value fromthe token
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The clients SHOULD NOT normalize the PIN value or any OIP val ue
collected fromthe user or returned by a connected token in any way.

If the "check-digit" flag is set, then any OIP val ues SHOULD be

deci mal and have a Luhn check digit appended [ISO EC7812]. If the
token is disconnected, then the Client MAY ignore this flag; if the
token is connected, then the dient MUST enforce it. The Cient MJST
regard the request as invalid, if otp-format is present and set to
any val ue other than "decinmal".

If an otp-challenge is present in the otp-tokenlnfo selected by the
client fromthe PA-OIP-CHALLENGE, then the OIP value for the token
MUST be generated based on a challenge, if the token is capable of
accepting a challenge. The client MAY ignore the provided chall enge
if and only if the token is not capable of including a challenge in
the OIP cal cul ati on.

If the "conbine" flag is not set in the otp-tokenlnfo of the

PA- OTP- CHALLENGE, then the OIP SHALL be cal cul ated based only the
chal l enge and not the internal state (e.g., tine or counter) of the
token. If the "conbine" flag is set, then the OIP SHALL be

cal cul ated using both the internal state and the provided chall enge,
if that value is obtainable by the client. |If the flag is set but
otp-challenge is not present, then the client SHALL regard the
request as invalid.

If token is a connected device, then the use of the challenge wll
depend on the type of device but will involve passing the challenge
and the value of the "conbine" flag in a token-specific manner to the
token, along with a PINif collected and the val ues of otp-Ilength and
otp-format if specified, in order to obtain the OTP value. |f the
token is disconnected, then the challenge MIST be displayed to the
user and the value of the "conbine" flag MAY be ignored by the
client.

If the OTP val ue was generated using a challenge that was not sent by
the KDC, then the challenge SHALL be included in the otp-challenge of
the PA-OTP-REQUEST. |If the OTP was generated by conbining a

chal  enge (either received fromthe KDC or generated by the client)
with the token state, then the "conbine" flag SHALL be set in the

PA- OTP- REQUEST
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If the "nust-encrypt-nonce" flag is set in the otp-tokenlnfo, then
the OTP val ue MUST be used to generate the Cient Key and Reply Key
as described in Section 3.6 and MJUST NOT be included in the otp-val ue
field of the PA-OTP-REQUEST. If the flag is not set, then the OTP
val ue MUST be included in the otp-value field of the PA-OIP- REQUEST
and MUST NOT be used in the key derivation. |In this case, the dient
Key and Reply Key SHALL be the sane as the Arnor Key as described in
Section 3.6; so, if the returning of OTP values in this way does not
conformto local policy on the client (for exanple, if

KDC- Aut hentication is required and is not being provided by other
means), then it SHOULD NOT use the token for authentication

I f the supportedHashAl g and iterationCount elenents are included in
the otp-tokenlnfo, then the client MJST use hashed OIP values in the
generation of the Reply Key and Cient Key as described in Section
3.6. The client MJST select the first algorithmfromthe list that
it supports and the Al gorithm dentifer [RFC5280] sel ected MIST be

pl aced in the hashAl g el enent of the PA-OTP- REQUEST. However, if
none of the algorithmidentifiers conformto |ocal policy
restrictions, then the authentication attenpt MJST NOT proceed using
that token. |If the value of iterationCount does not conformto |oca
policy on the client, then the client MAY use a |arger value, but
MUST NOT use a | ower value. The value of the iteration count used by
the client MUST be returned in the PA-OTP- REQUEST sent to the KDC

I f hashed OTP val ues are used, then the nonce generated by the client
MUST be as long as the |longest key length of the symmetric key types
that it supports and MIST be chosen randomy (see [ RFC4086]). The
nonce MJST be included in the PA-OTP- REQUEST, along with the hash
algorithmand iteration count used in the nonce, hashAl g, and
iterationCount fields of the PA-OIP-REQUEST. These fields MJST NOT
be included if hashed OTP val ues were not used. It is RECOVMENDED
that the iteration count used by the client be chosen in such a way
that it is conmputationally infeasible/unattractive for an attacker to
brute-force search for the given OTP.

The PA- OTP- REQUEST returned by the client SHOULD i nclude information
on the generated OTP val ue reported by the OTP token when avail abl e
to the client. The otp-tinme and otp-counter fields of the

PA- OTP- REQUEST SHOULD be used to return the tine and counter val ues
used by the token if available to the client. The otp-format field
MAY be used to report the format of the generated OTP. This field
SHOULD be used if a token can generate OIP values in multiple
formats. The otp-alglD field SHOULD be used by the client to report
the algorithmused in the OIP cal cul ation, and the otp-tokenl D SHOULD
be used to report the identifier of the OIP token key used if the
information is known to the client.
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If the PA-OTP- REQUEST is being sent in response to a PA- OTP- CHALLENGCE
that contained an otp-vendor field in the selected otp-tokenlnfo,
then the otp-vendor field of the PA-OTP- REQUEST MJUST be set to the

same value. |If no otp-vendor field was provided by the KDC, then the
field SHOULD be set to the vendor identifier of the token if known to
the client.

The generated Client Key is used by the client to encrypt data to be
i ncluded in the encData of the PA-OIP-REQUEST to allow the KDC to
aut henticate the user. The key usage for this encryption is
KEY_USACGE_OTP_REQUEST.

o |If the PA-OTP-REQUEST is being generated in response to a
PA- OTP- CHALLENGE returned by the KDC, then the client SHALL
encrypt a PA- OTP- ENC- REQUEST contai ni ng the val ue of nonce from
t he PA-OTP- CHALLENCE using the same encryption type as the Arnor
Key.

o |If the PA-OTP-REQUEST is not in response to a PA- OTP- CHALLENGE,
then the client SHALL encrypt a PA-ENC- TS- ENC cont ai ni ng the
current time as in the encrypted tinestanp pre-authentication
mechani sm [ RFC4120] .

If the client is working in two-pass node and so, is not responding
to an initial KDC challenge, then the values of the iteration count
and hash al gorithms cannot be obtained fromthat challenge. The
client SHOULD use any val ues obtained froma previous

PA- OTP- CHALLENGE or, if no values are available, it MAY use initial
configured val ues.

3.4. Verifying the Pre-Authentication Data

The KDC validates the pre-authentication data by generating the
Cient Key and Reply Key in the same way as the client and using the
generated Client Key to decrypt the value of encData fromthe

PA- OTP- REQUEST. The generated Reply Key is used to encrypt data in
t he AS- REP.

If the otp-value field is included in the PA-OTP- REQUEST, then the
KDC MJST use that value unless the OTP nethod is required to support
KDC- aut henti cation (see Section 3.2). |If the otp-value is not

i ncluded in the PA-OTP- REQUEST, then the KDC will need to generate or
obtain the OTP val ue.

If the otp-pin field is present in the PA- OIP- REQUEST, then the PIN
val ue has to be value provided by the client. The KDC SHOULD
SASLPrep (Stringprep Profile for User Names and Passwords) [ RFC4013]
the value in | ookup node before conparison.
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It should be noted that it is anticipated that, as inproved string
conpari son technol ogi es are standardi zed, the processing done by the
KDC wi Il change, but efforts will be made to maintain as nuch
conmpatibility with SASLprep as possi bl e.

If the otp-challenge field is present, then the OIP was cal cul at ed
using that challenge. |If the "conbine" flag is also set, then the
OTP was cal cul ated using the challenge and the token's current state.

It is RECOWENDED that the KDC act upon the values of otp-tine,
otp-counter, otp-format, otp-alglD, and otp-tokenlD if they are
present in the PA-OIP-REQUEST. |f the KDC receives a request
contai ni ng these val ues, but cannot act upon them then they MAY be
i gnor ed.

The KDC generates the Client Key and Reply Key as described in
Section 3.6 fromthe OTP val ue using the nonce, hash al gorithm and
iteration count if present in the PA-OIP-REQUEST. The KDC MJST fai l
the request with KDC ERR | NVALID HASH ALG, if the KDC requires hashed
OTP val ues and the hashAlg field was not present in the

PA- OTP- REQUEST or if the value of this field does not conformto

|l ocal KDC policy. Simlarly, the KDC MIST fail the request wth

KDC _ERR | NVALI D_| TERATI ON_COUNT, if the value of the iterati onCount

i ncluded in the PA-OTP- REQUEST does not conformto |ocal KDC policy
or is less than that specified in the PA-OTP-CHALLENGE. | n addition,
the KDC MUST fail the authentication request wth

KDC_ ERR_PIN REQUIRED, if it requires a separate PINto the OTP val ue
and an otp-pin was not included in the PA-OTP- REQUEST. The above
error codes are defined as foll ows:

KDC_ERR | NVALI D_HASH ALG 94
KDC_ERR | NVALI D_| TERATI ON_COUNT 95
KDC_ERR_PI N_REQUI RED 97

The generated Client Key is then used to decrypt the encData fromthe
PA- OTP- REQUEST. If the client response was sent as a result of a

PA- OTP- CHALLENGE, then the decrypted data will be a

PA- OTP- ENC- REQUEST and the client authentication MJST fail with
KDC_ERR_PREAUTH FAI LED i f the nonce val ue fromthe PA-OTP- ENC- REQUEST
is not the sanme as the nonce value sent in the PA-OTP- CHALLENGE. |f
the response was not sent as a result of a PA-OIP-CHALLENGE, then the
decrypted value will be a PA-ENC-TS-ENC, and the authentication
process will be the sanme as with classic encrypted tinestanp

pre-aut hentication [ RFC4120].

The KDC MUST fail the request with KDC ERR ETYPE NOSUPP, if the

encryption type used by the client in the encData does not conformto
KDC policy.
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If authentication fails due to the hash algorithm iteration count,
or encryption type used by the client, then the KDC SHOULD return a
PA- OTP- CHALLENGE with the required values in the error response. |If
the authentication fails due to the token state on the server is no

| onger being synchronized with the token used, then the KDC MAY
return a PA-OTP-CHALLENGE with the "next OTP" flag set as described in
Section 2.4,

If, during the authentication process, the KDC determines that the
user’s PIN has been changed, then it SHOULD i nclude a

PA- OTP- PI N-CHANGE i n the response, as described in Section 2.3,

contai ning the new PIN val ue. The KDC MAY al so include the new PIN s
expiration tine and the expiration tinme of the OTP account within the
last-req field of the PA-OTP-PI NCHANGE. (These fields can be used
by the KDC to handl e cases where the account related to the user’s
OTP token has a different expiration time to the user’s Kerberos
account.) |If the KDC determ nes that the user’s PIN or OIP account
are about to expire, it MAY return a PA-OTP-PI N-CHANGE with that
information. Finally, if the KDC deternines that the user’'s PIN has
expired, then it SHOULD return a KRB- ERROR of type

KDC_ERR_PI'N_EXPI RED as described in Section 2.3

3.5. Confirmng the Reply Key Change

If the pre-authentication data was successfully verified, then, in
order to support mutual authentication, the KDC SHALL respond to the
client’s PA-OIP- REQUEST by using the generated Reply Key to encrypt
the data in the AS-REP. The client then uses its generated Reply Key
to decrypt the encrypted data and MJUST NOT continue with the

aut hentication process, if decryption is not successful.

3.6. Reply Key Ceneration

In order to authenticate the user, the client and KDC need to
generate two encryption keys:

0o The Cient Key to be used by the client to encrypt and by the KDC
to decrypt the encbata in the PA-OTP- REQUEST.

0 The Reply Key to be used in the standard manner by the KDC to
encrypt data in the AS-REP.

The met hod used to generate the two keys will depend on the OTP
al gorithm

o If the OIP value is included in the otp-val ue of the PA-OIP-

REQUEST, then the two keys SHALL be the sane as the Arnor Key
(defined in [ RFC6113]).
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o |If the OIP value is not included in the otp-value of the
PA- OTP- REQUEST, then the two keys SHALL be derived fromthe Arnor
Key and the OTP val ue as described bel ow.

If the OTP value is not included in the PA-OTP- REQUEST, then the
Reply Key and Cient Key SHALL be generated using the KRB-FX-CF2
algorithm from [ RFC6113] as foll ows:

dient Key = KRB-FX-CF2(K1, K2, Ol, @)
Reply Key = KRB-FX- CF2(K1, K2, 08, O4)

The octet string paraneters, Ol, 2, 3, and &4 shall be the ASC
string "OTrPConbl", "OTPConb2", "OTPConb3", and "OTPConb4" as shown
bel ow.

{Ox4f, 0x54, 0x50, 0x43, Ox6f, 0x6d, 0x62, 0x31}
{O0x4